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VPN Tracker at a Glance

Search

If you're a consultant with
lots of customers, you'll
appreciate being able to
filter your connection list
to find that VPN.

VPN Shortcuts
Everything you need to

work over VPN in one === VPN Shortcuts

place: Applications,
servers, websites and
more.

On/Off Switch
Connect and discon-
nect your VPN by slid-
ing its switch on or off.

Network Scanner

Explore the remote
network and in-

stantly connect to
Status

Network Traffic

See what’s happening
on your VPN connec-
tion.

services.
See an overview of your
selected VPN connection
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This is the equinux test connection. Any questions? Just contact

our team!

Technical Support Report (TSR)...

Log

Get troubleshooting
advice and see what
VPN Tracker is do-

ing.
Configuration
Log Configure
Set up your VPN or
change settings.
Remote Network
192.168.213.0/24 Status
Your VPN at a glance
— see your assigned
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mote network ad-
dress, contact infor-
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Contacts &
Notes

Jot down notes
and store the ad-
min contact for
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reference number
for a client.

I | I | Technical Support

Toggle Details

No matter where you
are, technical support
is just one click away!

Display or hide your connec-
tion details or the traffic
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Introducing VPN Tracker 9
Welcome to VPN Tracker, the leading VPN client on
Mac. Whether you are new to VPN or a seasoned VPN
guru, this manual will help you get started with VPN
Tracker.

New to VPN Tracker?

*» Install VPN Tracker and start your free demo in — Getting Started
» Take our = VPN Crash Course and then — Get Connected

» Find out how using your VPN is a breeze with - Secure Desktop

Upgrading to VPN Tracker 9?

» See how to — Upgrade Your License and how VPN Tracker automat-
ically takes care of — Migrating from Previous Versions

» Explore - What's New in VPN Tracker 9

System Administrators and IT Departments

» Connect to your existing VPN or set up a VPN from scratch in
— Getting Connected

» Set up VPN Tracker for others in —» Exporting Connections

» Use the — Settings Reference for in-depth configuration information

VPN Tracker Deployment Guide

*» Are you deploying VPN Tracker to end users in your organization?
» Are you a consultant setting up VPN Tracker for your clients?

» Are you managing the VPN Tracker licenses in your organization?

Get the VPN Tracker Deployment Guide for up-to date information

Conventions Used in This Document

Links to External Websites

Sometimes you will be able to find more information on external web-
sites. Clicking links to websites will open the website in your web
browser:

http://equinux.com

Links to Other Parts of this Manual
A — Link will take you to another place in the manual. Simply click it if
you are reading this manual on your computer.

Tips and Tricks

This manual contains lots of great tips. You can easily spot
» them by looking for the light bulb icon.

Advice for Setting up Your VPN Gateway

If you are setting up not just VPN Tracker, but also a VPN
gateway, this icon points out recommended settings and
things you need to pay attention to when setting up a VPN
gateway.

Warnings

Q This exclamation mark warns you when there is a setting
or action where you need to take particular care.

Getting Help

VPN Tracker makes VPN simple. However, computer networking and
VPNs can be complex and tricky at times, so we have also built in tools


http://www.vpntracker.com/goto/vpntmanualdeployment
http://www.equinux.com

and helpful features that will assist you if you ever run into problems.
Check out — Troubleshooting for more information.



VPN Tracker Plans

We offer two different VPN Tracker 9 licenses to fit your
requirements. Find out which license is right for you.

VPN Tracker

VPN Tracker is designed for individual users and for end users in cor-
porate environments. It’s perfect for getting connected to an office or

home network.

VPN Tracker Pro

VPN Tracker Pro adds advanced features for consultants, network ad-
mins and power users.

always download and use the same copy of the VPN
Tracker application. Your license will automatically unlock
all the features included in your plan.

Q Regardless of the plan you have purchased, you can

VPN Tracker Plans Compared




Getting Started

This chapter shows you how to install VPN Tracker, and
how to activate your plan. If you do not have a plan yet,
don’t worry — we’ll also show you how to get a demo
plan to try VPN Tracker for free.

Installing VPN Tracker

You can always download the latest version of VPN Tracker from the
VPN Tracker website:

http://vpntracker.com/download
There is one single download for all different plans of VPN Tracker.

Once your download has finished, double click the downloaded file if it
doesn’t open automatically. Then double-click the VPN Tracker 9 app
and follow the steps to install VPN Tracker’s engine.

Welcome to VPN Tracker!
VPN Tracker will install the latest VPN engine in

order to secure and encrypt your ct

Please enter your Mac's password in the next

step

Cancel | il

Opening VPN Tracker

Go to your Applications folder in Finder and double-click VPN Tracker 9
to open it.

Your VPN Tracker 9 account

Accessing your VPN Tracker 9 account is quick and easy. You can start
using your license in a few seconds over any Internet connection.

How many plans do | need?

VPN Tracker is licensed per Mac, so each user that wants to use VPN
Tracker needs the according number of licenses for the number of
Macs he wants to use VPN Tracker 9 on. Additional licenses can be
bought in the equinux Online Store.

https://vpntracker.com
Testing VPN Tracker

If you want to make sure VPN Tracker works with your connection and
meets your expectations before purchasing, you can request a free
demo license. This will give you access to all VPN Tracker Pro features
(except exporting connections). Simply click the button to obtain a
demo license when you first open VPN Tracker.

If you set up your VPN connection during your free demo
period, VPN Tracker will keep all your settings and details
once you activate a purchased license.

o

Once you're satisfied VPN Tracker suits your needs, you can purchase
a full plan right from within VPN Tracker.


http://vpntracker.com/download
https://vpntracker.com

To purchase a license:

» Click your account name in the upper left corner of the application
window

» Click "Choose your plan"

» Select the plan you want to purchase and follow the instructions. Your
plan will be activated immediately.

If you prefer, you can also purchase VPN Tracker using your web
browser:

http://www.equinux.com/goto/vpntracker9/buy
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Migrating from Previous
Versions

No matter which version you are coming from, it’s easy
to migrate all your settings to VPN Tracker 9 to continue
working without interruption.

If you are evaluating VPN Tracker 9, don’t worry — your
: existing connections and settings in previous versions
v of VPN Tracker remain untouched.

VPN Tracker 5, 6, 7 and 8

Your existing connections and settings from the most recent predeces-
sor are automatically migrated to VPN Tracker 9 when you open it for
the first time.

A M O VPN Tracker 6 LA
e T " Josh
¥ Secure Desktops ‘1 % ! VPN Tracker 8 Pro
E My Secure Desktop
v Offices e VPN Shortcuts
™ San Francisco Office (g ON o Shorteuts "
San Fransisco E
'_ London Office Munich Office
[ per—
Home Office v

Home
o Home Office

Out
168 Byte/s

T \948!(8 33.3KB

Max Sm?r-d 52.2KB/s 10.3 KB/s

Click the onjoff switch of
your VPN to connect.
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If you ever want to migrate your connections again, you can tell VPN
Tracker to repeat the migration to ensure you have the latest connec-
tions and settings from your old VPN Tracker version: “File > Migrate
from VPN Tracker 5/6/7”. Please note that this migration will replace all
connections in VPN Tracker 9.

VPN Tracker 4 (and 3)

You can migrate connections from these versions of VPN Tracker from
the File menu (File > Migrate...).

You will find your migrated connections in their own connection group
named “VPN Tracker 4” (or “VPN Tracker 3” ) in VPN Tracker.



Getting Connected
VPN Crash Course

Is this your first time working with a VPN? Read this
chapter to get you up to speed.

VP...What?

VPN Tracker allows your Mac to securely connect to another network
over the Internet. Even if your office is located in San Francisco and
you're on a business trip in New York, you can work with your ap-
plications and files, as if you were in your office.

This Mac
192.168.213.192

How does it work?

As the name implies, VPN Tracker uses VPN (Virtual Private Network)
technology to create a connection between your Mac and your remote
network. And unlike normal Internet connections, a VPN Tracker con-
nection is encrypted. Think of a VPN as a highly-secure tunnel through
the Internet, your very own "secure line" to your office.

VPN Gateway

vpn.example.com

Internet
192.168.213.0/24

In order to use a VPN, you'll need your Mac running VPN Tracker on
your end of the connection. On the other end of the connection (the re-

Remote Network

"

mote side), you need a VPN gateway that accepts your incoming VPN
connection.

Once you have set up your connection in VPN Tracker and on the de-
vice at your remote location, you are ready to connect and start working
remotely using your normal tools and applications.

What do | need?

To create a VPN connection from your Mac, you need three things:

» VPN Tracker
» An Internet connection
» AVPN gateway

If you’re reading this, you probably already have VPN Tracker and an
Internet connection for your Mac. So what about a VPN gateway?

VPN Gateway

A VPN gateway is a hardware device (or in some
cases specialized software running on a regular
computer) that accepts incoming VPN connec-
tions, creating a secure tunnel between its local
network and your Mac. In most cases, a VPN firewall or a router with
built-in VPN capabilities will act as the VPN gateway.

L L

If there are existing VPN users in your organization you probably al-
ready have a properly configured VPN gateway. If not, don’t worry —
check out the chapter on — Choosing the Right VPN Device for some
tips on what to look for when buying a VPN gateway.

What kind of VPN connections does VPN Tracker
support?

VPN Tracker supports industry standard IPsec VPN connections. IPsec
VPN is fast, secure, and supported by a great variety of devices.



In addition, VPN Tracker Pro also integrates OS X L2TP VPN connec-
tions, as well as legacy PPTP connections. For more information,
please refer to chapter - L2TP / PPTP Connections.

12



The Big Picture

To give you a better idea how to set up your VPN, here's
a quick overview. We'll look at the details in the following
chapters, so don't worry about missing pieces right now
— there will be a lot more specific information later on.

Add a New Connection

» Click the button in the lower left hand corner of the VPN Tracker win-
dow

You will see a list of device profiles. We have device profiles for all
the VPN gateways that VPN Tracker has been tested with.

Connection Name: My VPN Connection

DGFvV338
» FVG318
» FVL328
FVM318

LANCOM

Linux

Mako Networks
Microsoft

NETASQ » FVS114

NETGEAR FVS124G

Netopia FVS318 "
Nokia -
Novell FVS318N

PGP FVS328

Pyramid FVS336G

Configuration Guide...
| Use custom device profile
Select this option if your device is not in the list, or if you would like to modify expert settings.
Create

?) [ Cancel [

» Select your VPN gateway from the list. If your VPN gateway is not
listed, check the box “Use custom device profile”.

» Click “Create” to add the new connection

13

@] Use custom device profile

Select this option if your device is not in the list, or if you would like to modify expert settings.

Find Your Configuration Guide

Our engineers have tested a large number of VPN gateways with VPN
Tracker. For many of these, detailed configuration guides are available.
Now is a good time to check whether a device-specific configuration
guide is available.

In VPN Tracker
» Click “Configuration Guide” on the Basic tab.

San Francisco Office

m Advanced SecureDrop Actions Notes

Connection Name San Francisco Office

DELL SonicWALL TZ 210
Configuration Guide

Connection based on
Need help?

You will be taken to the configuration guide for your device, if avail-
able.

On the Web
All configuration guides are also available on our website:

http://vpntracker.com/interop

If a configuration guide is available for your device and you
do not yet have VPN set up on your VPN gateway, you can
go straight to the guide and follow it. Then continue with
the chapters —» Secure Desktop and — Working with VPN
Tracker for more information on how to use your VPN con-
nection.


http://vpntracker.com/interop

VPN Tracker can also use L2TP or PPTP connections cre-
ated by OS X. For more information, please see— L2TP /
PPTP.

14



Basic Settings

Let’s take a closer look at the essential settings that VPN Tracker needs to connect to your VPN gateway. Depending on your device, some settings
may not be shown. If you don’t know yet what to fill in, we’ll cover each setting in detail later in this chapter.

Connection Icon

Customize the icon by
dragging an image onto
the default icon, or
choose “Edit > Choose liaRkcgl tAcvancedy jActions) j Notes Connection Name

/ My VPN Connection

Image...” for a new icon. Connection Name My VPN Connection Click to change the name

Device Profile Connection based on NETGEAR FVS31 of vour connection.
Need help? Configuration Guide

(?Iick to change the device pro- Configuration Guide
f||e_ I VPN y Host Name or IP Address CI|Ck to access the de-

VPN Gateway - - vice-specific configuration

Enter the pUblIC IP ad- Network Configuration Manual Configuration g , guide.

dress or host name of Fopelogyi|| Host to Network -

our VPN gatewav. e. Local Address  |P Address | . .
y g y, g (+) Remote Networks Network Address Network Conflguratlon

203.0.113.48 or vpn.ex- Select manual configuration or one

ample.com Authentication  Pre-shared key B ed k t ‘ of the automatic configuration op-

Authentication Extended Authentication (XAUTH)  Automatic E tions (not available on all devices)_

Choose whether to use a

pre-shared key, certifi- Identifiers

cates or hybrid mode for T Local | Fully Qualified Domain Name (FQDN) ﬁ Device's Remote(!) Identifier ? " Extended Authentication

authentication. Most VPN Remote | Fully Qualified Domain Name (FQDN) [ Device's Local() Identifier VPN Tracker will prompt

gateways use pre-shared you for username and

keys. DNS Use Remote DNS Server password if your VPN
gateway requests Extend-
ed Authentication

Identifiers

(XAUTH).
Select the type and enter
the local and remote iden- DNS
tifiers.
VPN Tracker can use a DNS
Note: The identifiers need server on the remote network
Manage Team & Plans... Export Settings... Export... .
to be entered in reverse, over VPN. It is not necessary
e.g. “local” in VPN Track- to configure remote DNS right
er is what is configured as away, you can always do so
“remote” on your VPN later.
gateway.

15



Advanced Settings Completing Setup

You likely won‘t have to modify any settings on the Advanced tab, un- When you‘re done configuring your VPN, click the ,Done“ button on the
less: upper right corner to leave edit mode.
» your device uses different settings than the factory defaults and/or
the settings proposed in the configuration guide, or / My VPN Connection Done
» there is no device profile for your device in VPN Tracker S pcivencer| ) Récsons]) JEoes

In both cases, the goal is to have VPN Tracker’s settings for Phase 1
and Phase 2 match exactly what is set up on your VPN gateway.

. It is not necessary to leave edit mode to save the connec-
Some VPN gateways use different terms for phase 1 and tion or to connect to the VPN. If you make changes while

2: Phase 1 is sometimes called "IKE”, while phase 2 may v the VPN is connected, reconnect the VPN to apply them.
v be called “VPN” or “IPsec”. Check out the — Settings Ref-

erence for more details. Now that you have a basic idea how to set up a connection in VPN

Tracker, you're ready to apply it to your specific situation.
Actions and Notes

These settings are not relevant to VPN connectivity, so we will skip
them for now. They are covered in detail in — Working with VPN Track-

er.

16



Are you connecting to a VPN that's already set up?

If you are connecting to an existing VPN (e.g. one that Windows users are
already connecting to), all you need to do is gather a few pieces of informa-

tion about your VPN gateway to configure VPN Tracker. The next chapter
— Setup for an Existing VPN has all the details.

Are you setting up both your VPN gateway and VPN Tracker?

Check if your VPN gateway has been tested with VPN Tracker and if there is
a configuration guide available (see — Find Your Configuration Guide).

» If a configuration guide is available, follow it.

» If no configuration guide is available for your device, or if you are working
with an untested device, —» Setup without Configuration Guide will help

you get connected.

Did you receive a VPN Tracker connection from your
administrator?

Follow — Importing Connections to see how to use the connection in VPN
Tracker.

17



Setup for an Existing VPN

When connecting to a VPN that’s already set up, your
goal is to configure VPN Tracker to match the settings
on your VPN gateway. In order to do so, you will need
information about the VPN gateway’s configuration.

What if my organization does not support Macs?

We often hear from customers in organizations where Macs are not
officially supported for VPN access. It may be difficult to get help if
the IT help desk isn’t set up to support Mac users. We’re here to help!

To find out more about your VPN gateway’s configuration, your first

stop should be your VPN gateway’s administrator: Your network ad-
ministrator, your IT department or your help desk are good places to
ask.

If they cannot help, you may be able to obtain the settings from an-
other VPN client that has already been configured, for example on a
Windows PC.

Obtain the Configuration

You will always need the following information:

» The public IP address or host name (e.g. “203.0.113.48” or “vpn.ex-
ample.com”) of the VPN gateway you are connecting to

» The brand of the VPN gateway (e.g. Cisco, SonicWALL,
NETGEAR, ...

» The pre-shared key' or the client certificate

1 Not required for SonicWALL with “Use Default Key for Simple Client Provisioning” enabled

2 Some VPN gateways (e.g. Cisco) refer to the local identifier as “group name” or “group ID”

18

You may also need one or more of the following:
» The address of the network you are connecting to through VPN
» The local identifier2

> The model name of the VPN gateway (e.g. ASA Series, TZ Series,
FVS318N, ...)

» The settings for phase 1 and 2 (encryption algorithms etc.)

*» Your username and password, if Extended Authentication (XAUTH) is
used

If you have any questions about specific settings, please
refer to the — Settings Reference in this manual. For some
settings, in particular phase 1 and 2 algorithms, it may be
possible to “guess” them — the reference will tell you if and
how.

o

Cisco IPsec VPN

If you have a Cisco IPsec VPN connection profile (.pcf), you can im-
port it directly into VPN Tracker (File > Import > Cisco VPN Client
Connection).

Configure VPN Tracker

» Create a new VPN connection if you have not yet done so (see —
Add a New Connection for additional information).

*» Enter the settings you obtained in the Basic and Advanced tabs.



If there is a configuration guide for your VPN gateway
(— Find Your Configuration Guide), refer to it for additional

. advice. Keep in mind that the configuration guide describes
a working setup, but not the only working setup. In most
cases, you won’t need to make changes to a working
setup on the VPN gateway.
Connecting

When you’re done setting up, skip ahead to — Connecting to Your New
VPN to see how to connect to your new VPN.

19



Setup without Configuration
Guide

Almost all IPsec VPN gateways can be used with VPN
Tracker, even if they have not been tested with VPN
Tracker.

Set up Your VPN Gateway

Network Setup

If you haven'’t already done so, set up your VPN gateway so it is con-
nected to the Internet and to the internal network that you want to ac-
cess using VPN Tracker. Please refer to your VPN gateway’s manual
for more information on how to do this.

It is a good idea to carefully choose the address of the
VPN gateway’s LAN network if you plan to access it
through VPN. To avoid address conflicts, use a private
network that is not used very frequently (e.g.
192.168.142.0/24, or 10.42.23.0/24).

VPN Setup

Once you have completed the initial setup of your VPN gateway, it is
time to configure VPN on the VPN gateway. Go for the simplest possi-
ble configuration first. You can always move to a more sophisticated
setup later.

If your VPN gateway’s manual has instructions for setting up a VPN
connection, follow it. Otherwise, please follow these basic settings as
closely as possible:

Authentication
» Choose pre-shared key authentication.

» For now, use a pre-shared key that is not too complex to avoid typos.
But don’t forget to change it to a very strong password later!

Aggressive Mode vs. Main Mode
» For most devices, you should use Aggressive Mode for now.

» Main Mode is considered more secure, but may not work with all de-
vices for clients connecting from dynamic IP addresses. You can try
Main Mode once you'’ve got everything else working.

Identifiers

» Choose Fully-Qualified Domain Name (FQDN) identifiers, if possi-
ble.

» With most devices, you can enter any identifier you want, it doesn’t
have to be a valid domain name. Good choices would be:

Local identifier: vpngateway.local

Remote identifier: vpntracker.local

(the remote identifier is sometimes called “peer identifier”)
» Some devices use the group name as the remote identifier.

Proposals (Phase 1 and 2 Settings)

> Encryption algorithms: AES-128 or 3DES

» Hash/Authentication algorithms: SHA-1

» Diffie-Hellman (DH) group 2 (1024 bit)

» Enable Perfect Forward Secrecy (PFS) using DH group 2 (1024
bit)

While these are not the most secure settings, they are compatible with

a wide variety of devices. Use them as a starting point. Once you’ve got

the VPN working, switch to stronger algorithms if available (e.g.
AES-256, SHA-2, DH group 5 or higher).



Local Endpoint (Network Access / Policy)

>

On most VPN gateways, you will have to configure the network(s)
VPN users can access. This setting is often called “local endpoint”,
or “policy”.

Enter the address of the network you would like to access. Usually
this will be the same as the VPN gateway’s LAN network (e.g.
192.168.142.0/24).

This setting will later be configured in VPN Tracker as the Remote
Network.

Remote Endpoint

>

Some VPN gateways will also ask you to configure the “remote end-
point” of the VPN. The remote endpoint is the address VPN clients
will be using when connected through VPN.

Whenever possible, set this to “any address” or “dynamic” (some-
times also referred to as “0.0.0.0/0”).

If your VPN gateway requires a single address to be entered, this will
mean that only one VPN client can use this VPN connection at a
time. It also means that you will have to take the address you config-

ure on the VPN gateway, and enter it in VPN Tracker as the Local
Address.

VPN Gateway IP Address or Hosthame

»

Finally, write down your VPN gateway’s public (WAN) IP address or
host name.

If your VPN gateway’s public IP address is dynamic, you might want
sign up with a dynamic DNS service so you can always refer to it by
host name.

21

If any other settings are required by your VPN gateway to
set up a basic VPN connection, check the — Settings Ref-
erence in this manual and your VPN gateway’s documen-
tation for more information on what to configure.

Configure VPN Tracker

Once you have your VPN gateway set up, enter the settings in VPN
Tracker. For your connection, use a custom device profile to have ac-
cess to all settings.

Connection Name: ' My VPN Connection

vVYyVVYVYVVYFVYVYVYTVYY

Configuration Guide..

[ Use custom device profile ]
Select this option if your device is not in the list, or if you would like to modify expert settings.

Cancel

Then enter your settings. Please refer to -+ Getting Connected to see

where required settings are located. Also check the — Setting Refer-
ence if you are unsure about a specific setting.

A few final notes:

» The identifiers are swapped in VPN Tracker. What is local from the
VPN gateway’s perspective, is remote from VPN Tracker’s perspec-
tive, and vice versa. You can set the remote identifier to “Don’t verify
remote identifier” so you don’t have to deal with it for now.

» If you were able to select the algorithms and Diffie-Hellman (DH)
groups suggested earlier, you do not have to modify any setting on



the Advanced tab. However, if the suggested settings were not avail-
able on your device, make sure to customize the phase 1 and 2 set-

tings on the Advanced tab so they match what is configured on your
VPN gateway.

Connecting
When you’re done setting up, skip ahead to — Connecting to Your New
VPN to see how to connect to your new VPN.

22



Importing Connections

Find out how to import a connection that you have been
given by your IT department or VPN administrator.

Prerequisites

Before importing a connection, make sure VPN Tracker is installed. If
you have not yet downloaded or installed VPN Tracker, or if you haven’t
activated your license yet, please follow — Getting Started first.

Import Your Connection(s)

*» Locate the connection in Finder and double-click it. Or open VPN
Tracker and choose “File > Import > VPN Tracker Connection...”
from the menu.

Connections

San Francisco
Office

1 item, 195,31 GB available -

*» You will be asked for the import password. If you don’t know the im-

port password, please ask the person who gave you the connection.

. A password is required to import “San Francisco”.
Q Password: |

coun

Cancel
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Replacing Existing Connections

If you already have the connection you’re about to import, you’ll be
asked whether to replace your existing connection, or if you would pre-
fer to add this connection as a copy:

The following connection already exists.
Would you like to replace it or add a copy?

o icol

. San Francisco

Cancel Add Copy

[ Replace |

Replacing a connection

If your new connection replaces your existing connection, click “Re-
place”. Your existing connection will be overwritten.

Adding a copy

If you would prefer to keep your exist-
ing connection and import the new
copy, click “Add Copy”.

Office

. San Francisco

. San Francisco copy

You'll find the imported connection fur-
ther down in your connection list. It will have the word “copy” appended
to its name, e.g. “Office copy”.

Replacing existing VPN Shortcuts

Connection files can also include VPN Shortcuts. If the included VPN
Shortcuts already exists, you will once again be asked whether you
would prefer to replace your existing VPN Shortcut or add a the new
VPN Shortcut as a copy.



Connecting to Your New VPN

When you’re done setting up your VPN, you’re ready to
connect. To test your VPN, go to a location outside of
the network that you want to connect to.

Connecting
Click the on/off slider to connect the VPN.

G My VPN Connection

If you are using VPN Tracker for the first time with your current Internet
connection, it will test your connection. Wait for the test to complete.

If prompted, enter your pre-shared key and Extended Authentication
(XAUTH) user name and password.

Please enter the pre-shared key for connection
"My VPN Connection".

Pre-shared Key: esssssssse

Show pre-shared key

#*, Cancel (SIS
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Connected?

Connecting may take a couple of seconds. If the On/Off button turns
blue that’s great — you’re connected!

0 My VPN Connection C'

Continue with the chapters — Secure Desktop and — Working with
VPN Tracker to find out how to use your VPN connection.

Problems?

If there is a problem connecting, VPN Tracker will give you helpful ad-
vice and troubleshooting tips. To learn more about troubleshooting VPN
connections, visit the chapter - Troubleshooting



Working with VPN Tracker

VPN Shortcuts: Your VPN
Cockpit

Connect to file servers, launch the applications you

need, and much more. And stop thinking about VPN
connections.

Setting up a VPN Shortcut

Working over a VPN connection used to be a hassle. First you needed
to connect to your VPN. Then you went to Finder in order to connect to
your file servers, and finally, you could open the applications you need
and get to work.

Not any more! VPN Tracker is designed with your workflow in mind: You
click to open the application. VPN Tracker does the rest.

Building your VPN Shortcut with the Assistant

To add items as VPN Shortcut, select it from the top left corner of the
VPN Tracker window and then click “Create VPN Shortcuts...”.
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—— VPN Shortcuts
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VPN Tracker will guide you through selecting applications, file servers
and websites for your VPN Shortcuts Collection. Of course you can al-
ways modify your VPN Shortcuts Collection later, so don’t worry if you
don’t yet know what to add.

Make sure you have set up your VPN connection first. To
learn how to set up your VPN connection, refer to the
chapter — Getting Connected.

Adding Applications to Your VPN Shortcuts Collection

The VPN Shortcuts Assistant will suggest a few commonly used ap-
plications. If your application is not among them, click “Other Applica-
tion...” to add the application you want to use.

o Create VPN Shortcuts

Which apps do you use over VPN?

Select Mail if you read email over your VPN, for example.
You can select any number of applications.

e Y

Mail Messages Calendar FileMaker Pro

Other Apps...

Go Back -li'. DZ-




You can also add applications as VPN Shortcuts later, so don’t worry
about them now if you’re not sure.

e} Create VPN Shortcuts

Whichfile'servers do you connect to over VPN?

Please select one or more file servers...

4

Backups

... Or enter some server addresses:

GoBack | (UL

Adding File Servers to Your VPN Shortcut

If you would like to access a file server, enter the details in the VPN
Shortcuts Assistant.

To connect to a Mac-based (AFP) file server:

» Enter “afp://” followed by the IP address’ of the server, e.g. afp:/
192.168.144.11

To connect to a Windows-based (SMB) server:

» Enter “smb://” followed by the IP address? of the server, e.g. smb://
192.168.144.17

Alternatively, you can connect to file servers in the OS X
Finder.

. — Accessing Files, Printers and Databases has more de-
tails.
For more information about file servers in VPN Shortcuts
Collection, take a look at the — Secure Desktop Reference

1 If your connection is set up to use remote DNS, you may also be able to enter a DNS host name, e.g. “fileserver.example.com”
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| don’t know my file server’s IP address. Can’t | just browse for
my file servers via the Finder Sidebar?

For technical reasons, when using a VPN connection, your servers
won’t show up in the Finder sidebar. If you don’t have your file
server’s IP address, you can easily find it out next time you’re in your
office network (or whatever other network you’re connecting to
through VPN):

» Open “Tools > DNS Lookup...”
*» Enter your file server’s name and click “Lookup”

® O DNS Lookup

[ Q~fileserver.example.com O] o

192.168.40.4

P Details

After a few seconds, VPN Tracker should tell you the file server’s IP
address. Again, this will only work when you’re actually in your re-
mote network, not if you’re connected via VPN.

Adding Websites as VPN Shortcut

If you have intranet websites that you need to access over VPN, you
can add those to your list of VPN Shortcuts as well. Just enter your
website URLs when prompted by the VPN Shortcuts Assistant.
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Customizing Your VPN Shortcuts

If you would like, you can customize the name and color of your VPN
Shortcut. Then click to finish creating your new VPN Shortcuts.

Working with VPN Shortcuts

o0
1 Josh
' VPN Tracker 9 Pro
Test File Server Test Intranet

VPN Shortcuts

VPN Shortcuts !!

San Fransisco

VPN Shortcuts 2
office S

.
@ swrwiece @ e-quinux
. San Francisco...
-
@y London

Home

Nework_ Secutty

|

otal: 766.0 KB 440KB
eak: 754.3 KBjs 43.3KB/s

+ & <]

Starting a VPN Shortcuts Session

Click one of the icons in your VPN Shortcuts section to start working
with that application, file server or website. VPN Tracker will automati-
cally connect any necessary VPN connections, and then open your ap-
plication, connect to your file server, website, etc.



To use VPN Shortcuts when your Mac is physically con-
nected to your VPN’s remote network (e.g. at the office),
teach VPN Tracker to recognize your remote network using
— Direct Link Detection.

w

Ending a VPN Shortcuts Session

Once you’re done working over VPN, simply end your session by click-
ing the large red button at the bottom of the window. VPN Tracker will
take care of disconnecting file servers and disconnecting your VPN.

Multiple VPN Shortcuts

You can have multiple VPN Shortcuts (e.g. for different clients, depart-
ments or tasks). To add a new VPN Shortcut, choose File > New VPN
Shortcuts from the menu bar on top of your screen.

Editing Your VPN Shortcuts

You can easily add, modify or remove VPN Shortcuts items.

To edit your VPN Shortcuts:
» Select the VPN Shortcuts Collection that you would like to edit.
» Click the triangle = ~  at the bottom to switch to edit mode

*» Adrawer with new items will open. Drag an item to your VPN Short-
cuts Collection to add it. Or drag an existing item outside your VPN
Shortcuts Collection to remove it.

File Server Web Browser Mail Messages Calendar Screen Sharing Terminal

To modify an item, click it while a VPN
Shortcuts Selection is in edit mode. To finish
editing, click on a free space on your VPN
Shortcuts area or hit the Esc key.

 192.168.42.12

21 File Server o,

VPN Connection: | gl San Francisco

File Server:  SMB/CIFS Server

When you are done configuring, click the J
triangle again to leave the edit mode. -

Customize the Appearance of Your VPN Shortcuts
Selection

You can give your VPN Shortcuts Selection a personal touch, by adding
your own picture, choosing your own background and changing icons.

To customize your VPN Shortcuts icon:

VPN Tracker automatically shows a preview of what’s on your VPN
Shortcuts Selection. If you wish, you can replace that with a custom
icon, simply drag the new icon onto the preview in the sidebar.

Secure Desktops

Secure Desktop

Offices

‘ San Francisco
I

To customize the icons of your VPN Shortcuts Collec-
tion items: \

File Server

» Switch VPN Shortcuts to edit mode by clicking the tri-
angle



» Drag an image onto one of your VPN Shortcuts icons

To customize your VPN Shortcuts Collection background

» Switch the VPN Shortcuts section to edit mode by clicking the trian-
gle

*» Drag an image to your VPN Shortcuts area

or

» Right-click or Ctrl-click the VPN Shortcuts area

» Select a background image or background color

*» Enjoy the view!

[e) [ ]
VPN Shortcuts m - ' |
San Fransisco (¢ ] : : p
‘ San Francisco [ ¢
@ son Francisco..
' London
Network Security
Jlt—
+ = 03
Further information about VPN Shortcuts is available in
% the — Secure Desktop Reference.
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VPN Productivity

Find out about other VPN Tracker features that will help
you work more productively with your VPN.

Managing Connections and VPN Short-
cuts Collections

At this point, you probably already have your first VPN Tracker connec-
tion. You can see your connection in the sidebar on the left-hand side of
the VPN Tracker window.

Adding More Connections or VPN Shortcuts Sellec-
tions

To create a new connection or VPN
Shortcuts, click the ‘+’ icon in the

lower left hand corner of the window. New Connection...
New VPN Shortcuts

For more information on setting up a New Group

new connection, please refer to the
— Getting Connected chapter.

Reordering

Drag & drop your connections and VPN Shortcuts Collections in the
sidebar to reorder.

Renaming

To rename a connection or a VPN Shortcuts Collection, right-click (or
hold down Ctrl and click) it in the sidebar and select ,Rename” from the
menu.

Icons Offices
To customize the icon for a connection or @;San Francisco @)

London

a VPN Shortcuts Colelction, drag the new image onto the existing icon
in the sidebar.

You can also use ,Edit > Choose Icon...“ in the menu to change icons.
Locking Connections

You can lock a connection with a password to prevent it from being
modified (VPN > Lock Connection...). To prevent others from modifying
connections you export for them, enable locking in the export settings.

Organizing Connections in Groups

If you have a lot of connections, it will be useful to divide your connec-
tions up into groups, e.g. by client, by branch office, by geographical
location etc.

To add a new group, click the ‘+’icon in
group + r
N

the lower left hand corner of the window . =

and select ‘New Group’. ew Connection...
P New VPN Shortcuts

New Group

You can drag & drop connections and
VPN Shortcuts Collections between
groups to rearrange them.

To rename, delete or control a group of connections, use the gear menu
on the right side of the group.

Offices vor [ ,
|

San Francisc. ; .
‘ Rename “San Francisco Office”... ‘

~ Duplicate “San Francisco Office” |
w London Office D A : I

Home Lock Connection...
sword...
4 Home Office..
e Edit Pre-Shared Key...
+ sdentials...

Use Default Icon
Choose Image...




An exported connection knows the group it belongs to, and

™ will recreate it as needed.
Search
If you are looking for a specific connec- eoce
tion, use the search box at the top of the 1ﬂ e A
sidebar to find it.
Q. san| ]

Office

. San Francisco
VPN Connection Stats

When connected to your VPN, you can see statistics for your connec-
tion in the sidebar. The traffic graph lets you know how much data is
currently being sent and received over your VPN connection, the total
amounts of data transferred, and the maximum throughput seen in the
last measurement period. It also lists the the algorithms that are in use
and the current network settings.

Click to toggle === [ Trafiic D Security
between traffic, I out: The graph indicates
network or secu- il Zon ke the amount of traffic
rity information Max Speed: 9.6 MB/s  298.8 KB/s currently being
. transferred over the
~~¥. [ VPN connection
- it

Click to hide or show
the traffic statistics
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Menu Bar Item

You can also control VPN Tracker directly from your menu bar, allowing
you full control over your VPN connection, without having to leave the

application you’re working in.

Access your VPN

Shortcuts items

from the menu bar.

Bl O @ Thuisiie & Q =
Show VPN Tracker

& Secure Desktop >
Vv @& San Francisco
Click to connect/. I London
disconnect VPNs. A & Home Office The stop button dis-

connects all VPNs and
closes file server con-
nections etc. in VPN
Shortcuts Collections.

checkmark indi-
cates a connected
VPN.

@ End All Sessions and Disconnect

Quit VPN Tracker

Notifications

VPN Tracker shows little popup notifications whenever something inter-
esting happens to your VPN.

@ 4 <O B Thu1523 L Q =

VPN San Francisco Connected
San Francisco has been established successfully

You may customize these notifications in “VPN Tracker 9 > Prefer-
ences...”.



Actions

San Francisco s
Basic Advanced JEYSGLEM Notes

Connect Automatically Connect this VPN when VPN Tracker is opened

Locations Automatically connect (“ON") or disconnect (“OFF") when switching locations:

Wi-Fi Networks Automatically (re)connect this connection in the following Wi-Fi networks:
(+] Network Coffeeshop
(-1 +] Network FreeWifi
(-X+] Network LibraryWest

Actions After Connecting

4] Open URL ™

URL http://intranet.equinux.com

Before Di:

9

© 9

Disconnect Servers in this VPN H Timeout 10 Seconds

Connect this VPN when VPN Tracker is opened

Enable this option to automatically connect to this VPN whenever VPN
Tracker is opened.

Locations

If you use multiple network locations on your Mac (System Preferences
> Network), VPN Tracker can automatically connect or disconnect your
VPN connection, depending on the current network location.

» Switch the slider to “On” to automatically connect in this location
» Switch the slider to “Off” to automatically disconnect in this location
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Wi-Fi Networks

VPN Tracker will automatically connect to your VPN whenever your
Mac connects to the wireless networks you have specified.

Actions After Connecting

VPN Tracker can take care of any tasks that need to be performed after
the VPN connects.

For example, if you always need to connect to a file server, enter it here
to make sure it’s available any time you connect the VPN. Or if you
want to open your company’s intranet website whenever you connect,
enter it here.

Actions can help you to be even more productive with VPN
Shortcuts. For example, if you have certain applications on

L your VPN Shortcuts Collection that require a file server to
be connected, add that file server here to ensure that it’s
always available to your VPN Shortcuts items.

Actions Before Disconnecting

If there’s anything that needs to be taken care of before the VPN is dis-

connected, add it here. VPN Tracker automatically adds an action to
disconnect all file servers that use the VPN.

Actions Before Disconnecting

© 9

Disconnect Servers in this VPN [&J Timeout 10 Seconds = Test No

Actions that can take a long time have a timeout to make sure VPN
Tracker does not keep trying forever.



Actions can also be AppleScript or shell scripts.
& There is no limit to what you can do!

Notes

If you would like to make a few notes — for yourself, or for others that
you’re setting up this VPN for, the Notes tab is the right place.

San Francisco

Basic Advanced Actions INGICH

Organization equinux AG

Reference # Reference Number

Contact equinux sales team
Email
Phone
Website

Notes This is the equinux test connection. Any questions? Just contact our team!

» Notes are included with exported connections

» When exporting Accounting records, the reference number and orga-
nization can be included for use with billing systems

» All information from the Notes tab is displayed on the Status tab
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Connected

This Mac Internet
192.168.213.189

equinux AG
equinux sales team
http:/fwww.vpntracker.com/us/support.htm

Last connected: 18 March 2016 at 10:21 for 48 seconds.

VPN Gateway Remote Network
DELL SonicWALL TZ 210 192.168.213.0/24

vpntest.equinux.net

194.145.236.73 m

This is the equinux test connection. Any questions? Just
contact our team!

Technical Support Report (TSR)...



Network Scanner

The Network Scanner in VPN Tracker Pro lets you
explore the remote network of your VPN, assist users
and easily locate hosts and services.

Scanning Networks

To scan a network, your Mac must be connected to the network via
VPN.

» Select the VPN in the sidebar and connect the VPN.
» Open the Scanner tab.

» Click the Scan button to scan the network using a selection of the
most popular network services.

Start a scan

Find devices on your network.

Network and services

Select a network and choose the
services to be scanned.

14 services
192.168.213.0/24

o .

If you are connected to a VPN where all network traffic is sent through
the VPN (Host to Everywhere), VPN Tracker will ask you to specify the
network that you would like to scan.

Depending on the size of the network and your Internet connection, the
scan may take a while to complete. You can continue working with VPN
Tracker while a scan is in progress. You'll see a notification when the
scan is complete.

34

To be able to use the Network Scanner when you’re physi-
cally at the remote network and no VPN is needed, set up
L — Direct Link Detection for your VPN connection.

Customizing Network and Services

By default, the Network Scanner

scans for a selection of the most
popular network services.

»

To select different services, click
the gear icon and check or
uncheck the services that you
would like VPN Tracker to scan.

To turn OS detection on or off, use
the checkbox at the top of the set-
tings.

To check/uncheck all services,

hold down the Option key while
clicking a checkbox.

To restore the default selection of
services and networks, click the

“Defaults” button at the top of the
settings.

OS Detection
The Network Scanner can detect the type of host (e.g. OS X, Win-

dows, Linux, Network Equipment, Printers) from the services that are
available on that host.

Scan for devices via ping and:
OS Detect
FILE SHARING
FTP
Sm8
AFP
NFS
WEB
HTTP
HTTPS
HTTP
REMOTE ADMINISTRATION
SSH
ARD
VNC
RDP
Teinet
DIRECTORY & MANAGEMENT
OS X Server
SNMP
SNMP
SNMP over TLS
SNMP-Trap over TLS
LDAP

192.168.213.0 / 24 ]

14 services
192.168.213.0/24

Defaults

IMAP over SSLITLS
POP3 over SSLTLS
SMTP
SMTP over SSUTLS
SMTP
CHAT
Jabber
IRC
PRINTER
LPRALPD
PP
DATABASES
MySQL
FileMaker

108 WI-FI SYNCHRONIZATION
i0S Sync

S = |

OS detection requires certain services to be included in the scan. If
you uncheck a service that is required for OS detection, OS detection
will be unchecked as well.




At the bottom of the settings, you can
change the network that is being
scanned. Select one of the remote net-
works of the VPN, or enter a custom
range or IP address. The more address-
es a scan includes, the longer it will take.

Additional Services

192.168.213.0 / 24

v 192.168.213.0/24

Custom Network
Custom IP Range
Custom Host

n
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Scan Results

Display Mode
Show results by address (IP ad-

dress or host name) or by ser-
vice.

Filter Results

Type a search term to locate spe-
cific hosts or services. Use the
popup button to show or hide
groups of hosts or services.

Your Mac

If your Mac was part of
the scan, it is marked
with a home icon.

OS Detection Group —

If OS detection is enabled, hosts
are grouped according to the OS
that was detected (the detected
OS can change during the scan
as more results come in).

Services / Hosts

The right side of the window displays the services for the se-
lected host (“By Host”) or the hosts for the selected service

E 0 e

‘ San Francisco

By Address RSl

™ Q

appletree.sf.example.net

SSH, ARD, VNC

fileserver.sf.example.net

HTTP, SSH, ARD, VNC, IPP

office-01.sf.example.net

FTP, AFP, SSH, ARD, VNC, O...

pine.sf.example.net /'i\

SSH, ARD, VNC

www.example.net
HTTP, HTTPS, SSH, ARD, VN

win001.example.net
SMB, RDP

win002.example.net
SMB, HTTP, HTTPS, RDP

db.example.net

color.sf.example.net

IPP

fax.sf.example.net

Reset Scan Results —

Status Accounting

{wus office-01.sf.example.net

== office-01.sf.example.net

FTP

FTP (File Transfer Protocol)

Connect...

== office-01.sf.example.net

-

ARD (Apple Remote Desktop)

== office-01.sf.example.net

AFP

AFP (Apple File Sharing)

Connect...

== office-01.sf.example.net

VNC (Virtual Network
Computing)

Connect...

Log Configure

== office-01.sf.example.net
m
SSH (Secure Shell)

Connect...

== office-01.sf.example.net

OS X Server Admin

Web Previews

A preview is automatically gener-
ated for web servers so you can
easily recognize different web

Instant Connect

Click to connect to the service
or open the application asso-
ciated with this service on your

Go Button

14 services
192.168.213.0/24

o
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Click to add the service as a
VPN Shortcut, copy IP ad-
dresses, or jump to all services
of this kind or host.

Settings

Click to select the services to
scan or change the IP range
that is being scanned.



Using Scan Results

Connect to Services

You can connect to a service right from the Network Scanner, or open
the app associated with this service on your Mac.

== office-01.sf.example.net L= office-01.sf.example.net

HTTP (Webserver)

L= office-01.sf.example.net

VNC (Virtual Network
Computing)

SSH (Secure Shell)

Open... Connect... Connect...

*» Display the scan results "By Address” or “By Service”.

*» On the right side, click the “Connect” or “Open” for the service or host
that you would like to connect to.

Add to VPN Shortcuts Collection
» To add a service as VPN Shortcut, click the |”® | button for the service
that you would like to add to a VPN Shortcuts Collection.

» Choose “Add to VPN Shortcuts” and select the VPN Shortcuts Col-
lection that you want the service to be added to.

*» You can also drag a service to your VPN Shortcuts Collection in the
sidebar.

Customizing Scan Results

Renaming Hosts

Renaming hosts in the Network Scanner list makes it easy to locate
your most important computers and network

deVICeS e 192.168  paname
Group >
. » » = 192.168
*» Display the scan results "By Address”. e I+
(] 192.168 00se icon..
» Right click the host you want to rename. g 192.168.. o0y P20
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» Choose "Rename” and enter a name.

Automatic Hostname Lookup

VPN Tracker can automatically look up the host names for IP ad-
dresses in the Network Scanner. All you need is a -+ Remote DNS
server for your VPN that can provide host names for the IP address-
es that are being scanned (reverse DNS lookup). Make sure the
checkbox “Use for reverse lookup of IP addresses in remote net-
works” (Basic > DNS) is checked.

Setting a Custom Icon for a Host

» Display the scan results "By Address”.

*» Right click the host you want to change the icon for.

*» Click "Choose Icon...” to set a custom icon for this host.

Change the OS Detection Group

The Network Scanner can automatically detect the kind of host —
whether it’s a Mac running OS X, a PC running Windows or Linux, or a
printer or network equipment. OS detection uses the services on a host
to determine the most likely type of host.

In some cases, OS detection might put a host into a different group
than what it actually is. You can change the group if a host is not de-
tected correctly.

» Display the scan results "By Address”
* Right click the host whose group you want to change.
> Select the new group from the “Group” menu.

Resetting Scan Results

» Click "Reset Scan Results” in order to clear the results. Customized
host names, icons, and groups will not be modified — if the host is
encountered again in a future scan, the customization will be applied.

*» Hold down the Option key while clicking "Reset Scan Results” in or-
der to also reset all customization (names, icons, and groups).



Scanner Preferences

You can configure the Network Scanner’s performance and aggres-
siveness, and enable or disable Web Preview loading in —» Scanner
Preferences.
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Accounting

Accounting tracks the time you were connected to your
VPN. It can assist you with billing your clients and

documenting your work.

’ San Francisco tog Configurs
Status TUCal Accounting |
September 2014
v Rounded Traffic In Out Comment
Yesterday 5:14 PM 0.75h 4.42 MB
3:57 PM 0.25h 1.41 kB
3:23 PM 0.25h 1.41 kB
3:15 PM 0.25h 141 kB
2:43 PM 0.50 h 0.78 MB
2:24 PM 0.25h 1.41 kB
2:23 PM 0.25h 1.41 kB
2:13 PM 025h 141 kB
1:25 PM 0.25h 135.64 MB
10:58 AM 150 h 198.85 MB Assisted Ben with email setup
10:57 AM 0.25h 22292 MB Updates
Customize the Display
September 2014
» To select the month for
which data is being dis- Traffic ™
played, click the back/ Weekday
forward buttons next to 442 M8 Jg;ﬁ:;‘;’; B
the month. 14156 Local IP 3
» To select the columns LR e L o
displayed in the Account- 14148 j'(’)‘ut 3
ing table, right-click the 0.78MB ~omment MB
table header and check 1.41 kB 0.73 kB 0.68 kB
or uncheck the columns. 1.41 kB 3 kE 0.68 kB

Add Comments
You can add a comment for every connection to your client's VPN. This
helps you to keep track why you used the connection on this day and

also makes billing easier. To add a comment, double-click the “Com-
ment” field.

Rounded Traffic In Out Comment
Yesterday 5:14 PM 0.75h 4.42 MB 3.75 MB 0.67 MB LYY I
3:57 PM 0.25h 1.41 kB
Exporting Accounting Data
VPN Tracker Pro not just tracks connection _Export L

time for you, it also lets you export it for
Numbers or Excel, or to third-party time
tracking or billing systems that can import
CSV files.

Export for Numbers...
Export for Excel...
Custom Export...

»Click "Export” in the "Accounting”
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Export As: | Accounting Data - San Francisco v tab
Tags: »Choose "Export for Numbers...”

e or “Export for Excel...” depending
on with which application you want
to use the data with
»To export data in a customizable
CSV format, choose “Custom Ex-
port...”

Connection: San Franciscoa
Export range: _This Month (October) [

From: 10/ 1/2015 T To: 10/31/2016 °

Date

Weekday
Duration

Duration (quarter hours)
Local IP

VPN Gateway IP
In

Out

Comment
Organization
Reference number
Connection Name

The export can include data for
one or more connections, simply
select additional connections from
the “Connection” popup.

Gance



Reference Number and Organization

To integrate VPN Tracker’s accounting with your own time tracking or
billing system, an organization and a reference number can be set for

each of your VPN connections in the - Notes tab
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Exporting Connections

Whether you’re quickly exporting a VPN connection for
a co-worker, or rolling out VPN Tracker to hundreds of
users, VPN Tracker’s sophisticated export and
convenient installer is there to help.

Exporting a Connection

Once you have set up and tested a VPN connection, you can export
your connection for other VPN Tracker users.

To export a connection
» Select the connection
» Choose ,Export...“ from the File menu

® VPN Tracker9 ) Edit VPN Tools View

New >

Import >
Migrate

» If you are exporting for users of previous versions of VPN Tracker
select the appropriate file format. Not all features are available in
previous versions of VPN Tracker. When exporting for earlier ver-
sions of VPN Tracker, we recommend testing the exported connec-
tion before rolling it out to end users.

» Set an encryption password for the file. Users of this connection will

be required to enter the password once when importing the connec-
tion
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Export As: Test Connection v
Tags:
Where: |1] Documents B

Export File Format VPN Tracker 365 u

Import Password

Exported connections are encrypted. The password will be required to import
this connecticn.

Import password:

Confirm import password: eee .|

(SEXporT=

Cancel

To export multiple connections in a single file, select the
connections you would like to export (hold down the 3 key
L to select more than one), and choose File > Export....

Exporting a VPN Shortcuts Collection

You can also export VPN Shortcuts Collections for your users, along
with their connections. Simply select it along with the connections when
exporting (hold down the 3 key to select more than one item in the
sidebar).

To always export a VPN Shortcuts Collection with a connection, check
the box for this VPN Shortcuts in the connection‘s export settings.

! VPN Shortcuts Marketing
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Locking Exported Connections

VPN Tracker offers several ways of locking down and protecting your
connection information when you export or deploy connections. To
change the security settings for an exported connection:

» Select a connection

» Click the Configure... button

*» Click ,Export Settings...“ at the bottom of the window

San Francisco

Connection Name San Francisco

Connection based on |
Need help?

VPN Gateway Host Name or IP Address
Network Configuration Manual Configuration g
Topology Host to Network u ?
Local Address  |P Address ?

+] Remote Networks Network Address

Authentication Pre-shared key u
Extended Authentication (XAUTH) Off ﬂ
Identifiers
Local Fully Qualified Domain Name (FQDN) B Local Identifier ?

Remote Fully Qualified Domain Name (FQDN) u Remote Identifier

DNS Use Remote DNS Server

Export Settings... Export...

Now you can password-protect the connection and adjust which infor-
mation is visible to the user. All security settings are explained in more
detail in — Export Settings Explained.

Manage Team & Plans...
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Export Settings Explained

Pre-Shared Key Include pre-shared key from keychain
The included pre-shared key will be added to the user's keychain
Permit pre-shared keys to be stored in and loaded from the keychain

Extended Authentication (XAUTH) Include XAUTH login and password from keychain B

Permit XAUTH credentials to be stored in and loaded from the keychain

Pre-Shared Key

Include pre-shared key from keychain

If you have saved the pre-shared key in your keychain, VPN Tracker
can include this pre-shared key with the exported connection.

Permit pre-shared keys to be stored in and loaded from the key-
chain

Checking this option will (a) move an included pre-shared key into the
user’s keychain when importing the connection, and (b) permit users to
store their pre-shared key in keychain if none is included with the ex-
ported connection.

::: ~ The OS X keychain is a very secure way of storing pass-
words. However, users will be able to see the pre-shared key
via the Keychain Access application.

If you include a pre-shared key but don’t permit storing the
pre-shared key in keychain, the pre-shared key will be left in
the connection. This is less secure in terms of encryption,
but will prevent a user from seeing the pre-shared key.

Extended Authentication (XAUTH)

Include XAUTH login and password

If you are using Extended Authentication (XAUTH), you can also in-
clude a user’s XAUTH credentials (username and password) in the ex-



ported connection. Select whether you would like to include the user-
name and password stored in your keychain, or be asked for an
XAUTH username and password when exporting the connection.

Permit XAUTH credentials to be stored in and loaded from the
keychain

Checking this option will (a) move included XAUTH credentials into the

user’s keychain when importing the connection, and (b) permit users to

store their XAUTH password in keychain if none is included with the

exported connection.

Security

Don't allow settings to be changed
Hide settings and detailed logs

Temporarily permit editing with unlock password
Unlock password sessee

Security

Confirm unlock password eesese
Don’t allow settings to be changed
This settings prevents users from making accidental or undesirable
changes to their VPN connections. The connection is “locked”. Users
will be able to see the connection settings, but will not be able to modify
them.

Hide settings and detailed logs

Hides the Basic and Advanced tabs, as well as the more detailed log
levels. Only basic logging and troubleshooting information is displayed.
Technical Support Reports cannot be created unless an unlock pass-
word is set.

Temporarily permit editing with unlock password

With an unlock password, the connection can be unlocked temporarily,
for example if an administrator needs to make changes at a user’s
computer, or to read the contents of Technical Support Reports.
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If you do not set an unlock password, there will be no way
to ever make any changes to the exported connection or
use a Technical Support Report to analyze a technical
problem.

A

Unlocking a Locked Connection

A locked connection has a padlock icon in the top right corner of the
window. Click it to enter the unlock password and access all settings.

a Temporarily unlock a
locked connection by
clicking the padlock in the
upper right corner of the
window.

Log Configure

VPN Shortcuts Marketing
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Actions Include actions

Contact Info helpdesk@example.com

This email address is the default recipient for Technical Support Reports

VPN Shortcuts

If you have configured a VPN Shortcuts Collection, you can choose to
include it with your exported connection.

Use a VPN Shortcuts Collection to provide your users with a familiar
environment for everything they need to do over VPN — network shares,
websites, databases, and applications.



VPN Shortcuts selected here are always included when exporting this
connection. If you'd like to export additional VPN Shortcuts, simply se-
lect them together with your connection before exporting.

You can configure — Direct Link Detection so your users

are able to use VPN Shortcuts even when no VPN is re-
E quired, e.g. when connected directly to the office net-
work.

Actions

If you have configured actions to be executed when the connection is
connected or disconnected, you can include them as well. Any settings

you have configured in your connection’s “Actions” tab will be included.

Contact info

If your VPN users run into any issues, they can email you a Technical
Support Report with details about their connection settings, local inter-
net connection and VPN logs. The email address you enter as your
contact info will be set as the default recipient of the report.

44

Other Day-to-Day Considerations

Unlock Password

Experience has shown that when exporting a locked connection, you'll
want to unlock it at one point or the other — whether it's making a quick
change at an end user‘s Mac, accessing an end user‘s Technical Sup-
port Report, or even importing the (locked) connection onto your own
Mac and accidentally replacing the (unlocked) original.

» If you do not set an unlock password for a locked connection, there is
no way to ever change settings.

» If you do not set an unlock password and hide the settings and logs,
there‘s no way to ever access the setting.

We therefore strongly recommend always setting an unlock pass-
word.

Certificates

If your connection uses certificates for authentication, keep in mind that
the certificates are not included with the exported connection. You'll
need to distribute the certificates as you would normally do.

VPN Tracker will automatically attempt to use the same certificates on
the Mac where the connection is imported. If they are not available, the
user will be prompted to select new certificates. For additional informa-
tion, please refer to — Certificates.

Overwriting Existing Connections

If you have made changes to an connection that you already distributed
to your users earlier, it’s a good idea to re-use the same connection
when exporting (don’t create a new one).

That way your users will be prompted to replace their existing connec-
tion with the updated one, instead of ending up with another copy, and
in the end not knowing which connection is the current one.



. If you need additional help, you can email the log to your administrator,
TrOU bles h OOtI ng or send a Technical Support Report to equinux or to your administrator.

In most cases, your connection will work fine if you fol-

low the instructions in this manual. However, computer @ Office BB o
networking and VPN are complex, so sometimes prob- Sate Sowwr oot
lems do occur. Read this chapter to learn how to resolve — =

18:13:31 VPN Connection Requested
t h 